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ABSTRACT

The use of blockchain-related operations and the fast pace of the development of the digital
financial system has made financial crimes larger and more intricate, and the conventional
systems of detection based on the rules have become progressively less effective. This study
suggests an Al-based financial crime analytics solution, which combines graph intelligence with
blockchain trace forensics to improve the quality of fraud detection and the depth of investigating
lit. They are financial and blockchain transaction data, they are modeled as heterogeneous graphs
allowing capturing relational, structural and temporal dependence between accounts and wallets.
The architecture is a combination of relational learning, by using Graph Neural Networks,
temporal behavior analysis, using Long Short-Term Memory (LSTM), interpretable risk scoring,
using Random Forest, and page-rank-based anomaly detection, which was created to identify
suspicious entities in the early supported by analyses and prediction. Large-scale financial and
blockchain experimental evaluation shows that the proposed combined framework has an
accuracy of 96.2, an Fl-score of 0.94, and false-positive rate of 4.9, which beats standalone
models and similar research by a margin of 4-10%. The results of blockchain-type of
experimentation also indicate that illicit activity can be detected at 95.4% with transaction
tracing over 9 hops, which is much better in terms of improving forensic visibility. The findings
verify that the integration of Al-based graph analytics and blockchain forensics would be a
scalable, resolute and future-appropriate answer to counter high-tech financial crimes in
dynamic virtual worlds

Keywords: Financial crime analytics; Fraud detection; Graph intelligence; Blockchain trace

forensics; Artificial intelligence..

1. INTRODUCTION:

The fast development of digital financial platforms has
completely redefined the process of transfer, storage, and
exchange of value at the global scale. Although
improvements in efficiency and accessibility have been
achieved through innovations like online banking, real-
time payment, and blockchain-based assets, they have
equally increased the attack space of financial crime [1].
The methods of fraud schemes, laundering, and network
illicit financing have become more sophisticated, smarter,
and transnational, making the methods of traditional
monitor and rules and manual based system of complying
inadequate [2]. Consequently, banks and regulators are
under increasing pressure to implement smart, scalable,
and understandable technologies which will discover
complex criminal activities lurking inside of large
amounts of transactional information. Artificial
intelligence (AI) has become an essential facilitator to
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contemporary financial crime analytics, with a high level
of capabilities to recognize patterns, contrast anomalies,
and predict risks. Graph intelligence, in particular, offers
a highly effective paradigm of financial system modeling
as a collection of interrelated networks of accounts,
entities and transactions. In contrast with traditional
tabular analysis, graph-based analysis has the advantage
to identify relational features (fraud rings, mule networks,
and layered money laundering pathways) by analysing
the interaction between entities instead of analysis of an
isolated transaction [3]. Methods such as graph neural
networks, centrality analysis and community detection
can enable investigators to uncover hidden and
coordinated actions. At the same time, the development
of blockchain technologies has posed new risks and
possibilities of detecting financial crime. Transactions are
documented on unaltered open-source ledgers on the
public blockchain like Bitcoin and Ethereum, thus
allowing detailed trace forensics of illegal fund flows.
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Blockchain trace forensics, when integrated with Al-
based analytics, can trace assets across wallets, services,
and chains, despite having obfuscation techniques. The
study provides an investigation of a comprehensive Al-
powered financial crime analytics system utilizing a
combination of graph intelligence and blockchain trace
forensics. The aim is to better fraud detection precision,
more efficient and effective investigation and assist in
proactive and data-driven compliance in an ever more
complex digital financial environment.

2. RELATED WORKS

Recent studies show that there is an increasing overlap
between artificial intelligence, graph analytics, and
blockchain technologies in fraud detection and anomaly
detection and digital forensics in various fields. Gresoi et
al. [15] suggest a more complex machine learning-fraud
detection system within the energy industry, explaining
that ensemble learning models and feature engineering
outperform rule-based systems by a significant margin.
Their analysis on energy consumption fraud is done, but
it creates an analytical basis on using supervised learning
to analyze high-volume transactions that have a direct
bearing on financial crime analytics. Anomaly detection
on a block chain oriented scheme has been a subject of
intensive research lately. Hassen et al. [16] propose the
use of Al-based anomaly detection and optimization
models on blockchain smart contracts, and focus on
behavioral abnormalities and anomalies at the execution
level. Their results emphasize the need to implement
great monitoring systems in de-central systems, which
complements blockchain trace forensics during the
investigation of financial crime. In the same manner,
Islam et al. [20] and Kamrul et al. [22] offer all-inclusive
lists of blockchain security risk, vulnerability, and
detection tools, categorizing the attacks, and identifying
Al-based countermeasures as essential to scalable and
adaptive defense. On the financial sphere, Hisham and
Lakshmi [17] set out a decentralized machine learning
framework of online banking fraud detection with
particular focus on regulatory adherence as well as
privacy preservation. Their method shows that one can
use distributed intelligence in sensitive financial areas but
that it is largely based on the transactional properties
thereof without, however, providing much knowledge on
relational fraud patterns. Kamran and Shah [21] continue
this argument by a review of next-generation machine
learning in healthcare fraud detection, and they note
graph-based learning and deep neural models as future
directions, which is a strong indication of the need to use
graph intelligence in the derivation of financial crimes.

There are a number of studies on the larger application of
Al and blockchain to traceability and forensics. Hsiao-
Chun et al. [18] provide an extensive overview of Al- and
blockchain-based origin traceability in the pharmaceutical
sector, robotics, and electric vehicle industries. Their
article shows that immutable ledger combined with smart
analytics can increase transparency and forensic
exploration, which can be directly applied to blockchain-
based tracking of financial crime. Based on a bibliometric
analysis, Luiz et al. [25] map trends and gaps in Al-driven
financial fraud prevention, and find gaps in cross-domain

data integration and real-time graph analytics, which is
filled by the current work. Also in finance, Ibrahim [19]
and Khan et al. [23] examine Al-based cyber security
frameworks of IoT and zero-trust settings, respectively.
Such works emphasize adaptive learning, anomaly
detection, and lightweight intelligence as the key factors
to large and distributed systems, which confirms the
importance of scalable Al architectures in detecting fraud.
Also, Kurt et al. [24] and Luki¢ et al. [26] write about
using blockchain and Al in health policy and smart cities
with a focus on trust, transparency, and governance driven
by data.

3. METHODS AND MATERIALS

The current research employs data-driven experimental
research to determine the level of effectiveness of Al-
driven financial crime analytics through combination of
graph intelligence and blockchain trace forensics. These
materials are heterogeneous financial transaction data,
blockchain ledger data, and metadata to support it,
whereas methods are graph construction, feature
engineering, algorithmic modeling, and performance
evaluation [4].

Data Sources and Preparation

There are two categories of the primary data. Primary, the
conventional  financial transaction data  entails
anonymized bank transfers, consumer profiles, time
stamping, transaction value, and risk tags (genuine or
questionable). Second, blockchain  transaction
information is based on open registers like Bitcoin and
Ethereum and that includes wallet addresses, transaction
hashes, Dblock heights, transmitted value, and
communication with services including exchanges and
mixers [5]. All data are normalized, de-duplicated, and
given some derived attributes such as transaction
frequency, temporal gaps, and degree centrality and flow
entropy to be consistent. Financial and blockchain data
are then consolidated into a heterogeneous transaction
graph with nodes denoting the accounts or wallets and
edges denoting money transfers [6].

Algorithmic Framework

There are four algorithms used to meet the research aims:
Graph neural networks (GNN), random forests (RF),
Long short-term memory (LSTM) and PageRank-based
Anomaly Scoring.

Graph Neural Network (GNN)

The GNN is applied to acquire relational patterns in
graphs of transactions. It spreads information between
adjacent nodes to extract collective patterns and it is
suitable in detecting fraud rings and coordinated
laundering. The features that are utilized to train node
embeddings include transaction volume, degree, and
temporal activity. The GNN comprehends higher-order
dependencies that cannot be identified in the case of static
features because of passing several layers of messages
[7]. This enables proper reckoning of suspicious nodes
when there are individual transactions that are considered
normal but when the transactions are put together are
unusual.

Advances in Consumer Research

894



How to cite : Mumdouh Mirghani Mohamed Hassan , Gabriel Ayodeji Ogunmola , Dr.Vinay Gajanan Bhalerao, D. Saravanan,
Khalilov Nurullo Khamidillayevich , AI-Driven Financial Crime Analytics: Strengthening Fraud Detection via Graph Intelligence and
Blockchain Trace Forensics Advances in Consumer Research. 2026;3(1): 893-899

“Input: Graph G(N,E), node features X
Initialize node embeddings H) = X
For each layer = 1to L:
For each node v in N:
Aggregate features from neighbors of v
Update Hv using weighted sum and activation
Output: Final node embeddings HL

Classify nodes using softmax”

Random Forest (RF)

Random Forest is a robust baseline supervised learning
model used in the classification of risk in a table format.
It constructs a collection of decision trees with
bootstrapped samples and random feature subsets. RF
processes have been engineered to create the count of
transactions to be done, mean value, wallet age, and
centrality measurements in this study. It has an advantage
in that it is robust to noise and can be interpreted in terms
of feature importance scores which are useful in
compliance reporting and regulatory audit [8].

“Input: Feature matrix X, labels y
For each treetin 1 to T:
Sample data with replacement
Select random subset of features
Grow decision tree to max depth
Aggregate predictions from all trees

Return majority vote”

Long Short-Term Memory (LSTM)

LSTM networks are used to design sequential behaviour
in time based transactions. Financial crime is frequently
in the form of abnormal temporal patterns, including burst
transfers and rapid layering. The LSTM entraps the long
and short-term os of transaction sequences, and learns
something that is not of the typical behavioral trajectory.
The model is effective in identifying time-based fraud
mechanisms that could be missed by their static
equivalents because the model works with ordered
transaction streams in the accounts or wallets of the
accounts [9].

“Input: Transaction sequences S
Initialize hidden and cell states
For each time step t:
Update gates (input, forget, output)
Update cell and hidden states
Generate sequence embedding

Classify sequence as normal or suspicious”

PageRank-Based Anomaly Scoring

Transaction graphs are analyzed using a modified version
of PageRank algorithm to detect nodes that are
anomalously influential. Weighting of the edges differs
just like the normal PageRank and is adjusted based on
transaction risk and scale of flow. Consumers that exert
disproportionately high influence based on their level of
activity are tagged as suspicious [10]. This unsupervised
method is especially applicable in datasets which are
partially annotated and where early stage detection and
labelling is desired.

“Input: Transaction graph G

Initialize rank score for all nodes

Repeat until convergence:
Distribute rank through weighted edges
Apply damping factor

Normalize scores

Flag nodes with rank above threshold”

Experimental Setup and Parameters

All the algorithms are trained and tested on an 80:20 train
test split. Searching Hyperparameters is done on a grid
search. The measures used to determine performance are
accuracy, precision, recall, Fl1-score, and area under the
ROC curve (AUC) [11].

Table 1. Dataset Characteristics and Parameters

Parameter Financial Blockchain
Transactions Transactions

Number of | 25,000 40,000

nodes

Number of | 180,000 320,000

edges

Fraudulent 6.5 4.2

ratio (%)

Time  span | 24 18

(months)

Features per | 18 15

node

4. RESULTS AND ANALYSIS
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Experimental Design

First of all, the process of constructing the graph, training
a model, and its wvalidation, and the subsequent
comparative analysis are all parts of the experimental
workflow. The transaction data of the standard financial
systems and the public blockchain registries- in terms of
Bitcoin and Ethereum- were combined into heterogeneous
transaction graphs. A node contains an account or wallet,
and an edge contains a transfer of values enriched with
time and risk characteristics. The data was split into 80
percent training and 20 percent testing with the balance
of classes is maintained using stratified sampling. The
baseline experiments were initially done on the traditional
machine learning models to determine reference
performance. Later, the sophisticated Al models
attempted included Graph Neil Network (GNN), Long
Short-Term Memory (LSTM), Random Forest (RF), and
PageRank-based anomaly scoring models because of
their superior performance in isolation and synergy. The
accuracy, precision, recall, F1-score, and AUC were used
to measure the performance and indicate detection
capability as well as false-positive regulation essential to
comply with regulations [12].
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Figure 1: “Fraud Detection on Bitcoin Transaction Graphs
Using Graph Convolutional Networks”

Performance Evaluation of Individual Models

The first group of experiments measures the performance
of each algorithm using alone. The GNN model is more
efficient since it can represent the relational dependencies
as well as multi-hop interactions between entities. LSTM
is very effective in detecting the temporal fraud patterns
or layering and burst-transfer. Random Forest is a
consistent performer at the expense of complex relational
fraud with high interpretability [13]. The unsupervised
anomaly detection based on PageRank is good in giving
early warning, but is not precise compared to supervised
models.

Table 1. Performance of Individual Models

Model Accurac | Preci | Re | F1- AU
y (%) sion | cal | Scor | C
1 e
Random 89.3 0.84 0.8 | 0.85 [0.8
Forest 6 8

LSTM 91.8 0.88 0.8 [0.88 |09
9 1
GNN 94.6 093 109 ({092 |09
1 5
PageRank 86.1 0.79 10.8 {081 |0.8
Anomaly 3 4

The findings seem to suggest that with the use of graph-
based learning, fraud detection can be greatly improved
in such circumstances when collusion and indirect
relationships are involved.

Blockchain Layer
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Figure 2: “A Machine Learning and Blockchain Based
Efficient Fraud Detection Mechanism”

Results of an Integrated Framework

In the second experiment, the integrated framework is
considered, in which the output of GNN, LSTM, and
PageRank is combined with a weighted risk score system.
The hybrid strategy is based on the combination of the
relational, temporal, and structural signals in one way
[14]. The integrated model minimizes false positives and
maximizes recall which is indispensable in minimizing
cost of operation in financial institutions.

Table 2. Integrated Model vs. Best Individual Model

Approach | Accur | Pre | R | F1- | False

acy cisi | ec | Sco | Positive
(%) on | al | re | Rate (%)
1

Best 94.6 09 [0.]109 |68
Individual 3 9 |2

(GNN) 1

Integrated | 96.2 09 10. 109 |49
Framewor 9
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k 5 3 14

The cumulative model shows accuracy enhancement by
1.6 percent and the reduction of false hits by large margins
hence proving the advantage of multi dimensional
intelligence.
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Figure 3: “Improve Ethereum Fraud Detection by 20%
with Al and Graph Learning”

Scalability and Efficiency Analysis

To determine how well it scaled data, tests were carried
out on larger and larger graphs to simulate real world
growth on the number of transactions. Measures of
runtime and memory consumption were taken. GNN
models are more costly in terms of computation, but not
sluggish given that optimized batching is implemented to
ensure it operates within practical bounds of near real-
time monitoring [27].

Table 3. Scalability Evaluation

Numbe | GNN LSTM RF Memory
r of | Runti Runtim | Runti | Usage
Nodes me (s) e(s) me (s) | (GB)
10,000 | 42 35 18 2.1
25,000 | 96 78 41 4.8
50,000 | 185 152 79 8.9

These findings reveal that graph based models are
computationally demanding but with the right
infrastructure, they are practical to deploy on an enterprise
scale.

Results of detection of frauds in blockchain

Another experiment is dedicated to the topic of blockchain
trace forensics, which doesn't have to trace illegal fund
transfer through wallet and service. The built-in structure
is able to detect mixing and cross-chain activities better

than the single-purpose heuristics distance blockchain
analytics [28].

Table 4. Blockchain Fraud Detection Performance

Method Detection Prec | Average

Rate (%) ision | Trace
Depth

Heuristic 72.4 0.70 | 3 hops

Rules

PageRank 81.6 0.79 | 5 hops

Only

GNN + Trace | 93.1 0.92 | 8 hops

Forensics

Integrated 95.4 0.94 | 9 hops

Framework

Such a feature of tracking more in-depth transaction
routes demonstrates the power of the Al integration with
blockchain transparency.

00 09
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Figure 4: “Blockchain and Digital Investigation”
Comparison with Related Work

The proposed framework is contrasted with the
representative methods described in the literature in the
near past, such as rule-based AML systems, classical
machine learning models, and standalone graph analytics,
to put the results into perspective [29]. It is evident that
there is performance improvement especially in recall
and false-positive reduction as reflected in the
comparison.
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Table 5. Comparison with Related Work

Approach | Data Accu | F1 | Key

Type racy |- Limitatio

(%) |Sc |n
or
e
Rule-Based | Financial | 78.5 | 0.7 | High false
AML only 4 positives
ML Financial | 86.9 | 0.8 | Limited
(RF/SVM) | only 2 relational
insight

Graph Financial | 90.2 | 0.8 | Static
Analytics + 7 features
(Non-AlI) Blockcha

in
Deep Financial | 91.1 | 0.8 | Weak
Learning 8 network
(Non- modeling
Graph)
Proposed | Financial | 96.2 | 0.9 | Higher
Framewor | + 4 computati
k Blockcha on

in

In comparison to the related work, the suggested Al-
based framework has higher detection accuracy and
resilience because of deliberately representing relational
and time-based relationships and taking advantage of
blockchain traceability.

Discussion of Results

In general, the experiment outcomes confirm the
hypothesis that graph intelligence based on Al plays an
important role in enhancing financial crime detection.
Blockchain trace forensics augmentation further improves
the level of transparency and the number of investigations,
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